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Agenda del taller
Sessio 2

10:00 Benvinguda
Agenda
Reconnexié amb el grup i la materia

10:15  Exercici grupal
Exercici en grups/sales
Devolucio al grup general

11:00 Dubtes i consultes

Violencies digitals estructurals
11:40  Introduccié a les violencies digitals estructurals

11:55  Tancamenticomiat



Exercici grupal



Ciberviolencies patriarcals estructurals
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Ciberviolencies patriarcals estructurals

Ombra Digital



https://www.youtube.com/watch?v=bqWuioPHhz0
https://donestech.net/files/hot_on_your_trail_-_privacy_your_data_and_who_has_access_to_it-bqwuiophhz0_ca.srt
https://www.youtube.com/watch?v=bqWuioPHhz0

Ciberviolencies patriarcals estructurals

Tipus d’informacio personal

Informacio personal identificable

(IP1)

Informacio personal sensible
(IPS)

DNI

Nom legal

Direccid de casa
Direccio IP

Direccié Mac
Matricula del vehicle
Numero de la SS.SS
Fotos

Empremta dactilar
Iris

ADN

Origen etnic

Creences religioses
Orientacio sexual

|dentitat sexual

Historial medic

Historial de passaport/viatges

Arbre genealogic/familiars

Xarxes de pertinenca
Pertinenca a col-lectius
Assistencia a manifestacions
Col-laboracié en campanyes
Suport a col-lectius




Ciberviolencies patriarcals estructurals
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GAFAM: Alternativas a Google

Google (Cercador) >>> -

de blsqueda de Google -

europeo
Chrome >>>
Gmail >>> con invitacién - -

Google Maps >>>

movil: -

Google Drive >>> NetxCloud
Google groups >>>

Google Forms >>>

Google Docs Documents >>> Etherpad (con
info publica) - - (con
info sensible. Puedes poner contrasefa)
Google Docs Planella de Calcul >>>
Ethercalc en

Google Calendar >>>

- Apps

. utiliza el motor

Android >>>
Youtube >>>
(permite ver Youtube y Twitter sin
que hagan perfiles)
Blogger >>> -
Google Hangouts >>> Jitsi (
para velocidad y

(subir videos) -

seguridad)

Google Play >>>

Google Play sin registrarse)
(bajarse apps de codigo abierto revisadas)
Google Translate >>>

Google Photos >>>

(bajar apps de


https://duckduckgo.com/
https://search.disroot.org/
https://www.startpage.com/
https://lite.qwant.com/
https://www.mozilla.org/en-US/firefox/new/?icn=tabz
https://riseup.net/es/email
https://user.disroot.org/
https://www.autistici.org/
https://tutanota.com/es/
https://protonmail.com/
https://www.openstreetmap.org/#map=6/40.007/-2.488
https://fossdroid.com/a/osmand~.html
https://maps.me/apk/
https://disroot.org/es/services/nextcloud
https://framalistes.org/sympa/
https://framaforms.org/
https://pad.kefir.red/
https://antonieta.vedetas.org/
https://cryptpad.fr/
https://eveliyn.vedetas.org/
https://framagenda.org/login
https://wiki.lineageos.org/index.html
https://peertube.cpy.re/
https://addons.mozilla.org/en-US/firefox/addon/invidition/
https://noblogs.org/
https://blackgblog.org/
https://ladatano.partidopirata.com.ar/jitsimeter/
https://f-droid.org/en/packages/com.github.kiliakin.yalpstore/
https://f-droid.org/
https://www.apertium.org/
https://photoprism.org/

Eines de proteccio digital feminista

Crea Decideix

X19)S1S9Yy

-
.




Eines de proteccio digital feminista: Basar d'eines

FREE LIBRE and OPEN SOURCE SOFTWARE

A la cooperativa d’ensenyament
tecnologic han llancat la
campanya

La tecnologia ha de ser una eina de
participacio i transformacio social,
no una eina de control.



https://colectic.coop/
https://colectic.coop/article/passat-al-floss

Eines de proteccio digital feminista: General

FREE LIBRE and OPEN SOURCE SOFTWARE
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Eines de proteccio digital feminista: General

CONTRASENYES

@ Llarga

Una contrasenya per a cada compte
No incloure dades personals
Sense paraules consecutives (1234, gwerty)
Barrejar caracters
Canviar-les regularment
No compartir-les amb ningu
Pots usar un gestor de contrasenyes i esborrar

Keepass2Androi contrasenyes del navegador

KeePass Touch


https://keepassxc.org/download/
https://addons.mozilla.org/en-US/firefox/addon/keepassxc-browser/
https://addons.mozilla.org/en-US/firefox/addon/keepassxc-browser/
https://play.google.com/store/apps/details?id=keepass2android.keepass2android
https://apps.apple.com/in/app/keepass-touch/id966759076
https://keepassxc.org/download/
https://play.google.com/store/apps/details?id=keepass2android.keepass2android
https://play.google.com/store/apps/details?id=keepass2android.keepass2android
https://apps.apple.com/in/app/keepass-touch/id966759076
https://keepassxc.org/download/

Eines de proteccio digital feminista: Navegar

NAVEGADOR | EXTENSIONS

FIREFOX @

PRIVACY
BADGER

INVIDITION

Youtube i Twitter sense que
et facin perfil

(sense entrar al teu compte)


https://www.mozilla.org/es-ES/
https://addons.mozilla.org/en-US/firefox/addon/invidition/
https://addons.mozilla.org/en-US/firefox/addon/invidition/
https://www.eff.org/privacybadger
https://addons.mozilla.org/en-US/firefox/addon/privacy-badger17
https://www.eff.org/privacybadger
https://www.mozilla.org/es-ES/
https://addons.mozilla.org/en-US/firefox/addon/invidition/
https://www.eff.org/privacybadger

Eines de proteccio digital feminista: Navegar

CERCADORS ALTERNATIUS

STARTPAGE

DUCKDUCK GO



https://duckduckgo.com/
https://www.startpage.com/
https://duckduckgo.com/
https://addons.mozilla.org/en-US/firefox/addon/duckduckgo-for-firefox/
https://addons.mozilla.org/en-US/firefox/addon/duckduckgo-for-firefox/
https://play.google.com/store/apps/details?id=com.duckduckgo.mobile.android&hl=es_es&gl=es
https://www.startpage.com/
https://addons.mozilla.org/en-US/firefox/addon/startpage-private-search
https://addons.mozilla.org/en-US/firefox/addon/startpage-private-search
https://play.google.com/store/apps/details?id=com.startpage.mobile

Eines de proteccio digital feminista: Comunicacions

MISSATGERIA INSTANTANIA XIFRADA

* © 0O

JAMI ELEMENT WIRE



https://jami.net/download/
https://element.io/get-started
https://wire.com/en/
https://signal.org/
https://jami.net/download/
https://element.io/get-started
https://wire.com/en/
https://signal.org/

Eines de proteccio digital feminista: Comunicacions

VIDEO-TRUCADES | CONFERENCIES XIFRADES

JITSI MEET



https://jitsi.org/
https://ladatano.partidopirata.com.ar/jitsimeter/
https://ladatano.partidopirata.com.ar/jitsimeter/
https://jitsi.org/

Eines de proteccio digital feminista: Dispositius

CHECKLIST DE SEGURETAT BASICA PER A EQUIPS

Tracte de mantenir aquest
equilibri entre cures i

"productivitat'.

Imatge de ciberseguras.org

© m4rtu@riseup.net - traduccié donestech ® @ @


mailto:m4rtu@riseup.net
https://donestech.net/files/catala_checklist_seg_basica_equips.pdf

Eines de proteccio digital feminista: Informacio

DOCUMENTS COL-LABORATIUS EN LiNIA AMB CONTRASENYA

w
CRYPTPAD



https://cryptpad.fr/
https://cryptpad.fr/

Eines de proteccio digital feminista

PETITES COSES QUE PODEM FER

No divulgar innecessariament informacié sensible i identificable

Tenir el sistema sempre actualitzat

Desinstal-lar aplicacions que no utilitzem

Revisar els permisos de les aplicacions

No installar programari de fonts desconegudes o dubtoses

Bloguejar sempre la pantalla (amb pin)

El mobil nomeés s'apaga quan s'extreu la bateria. Fes una

Es recomanable tapar la camera o

Apaga el GPS, wifi i el bluetooth quan no els facis servir

No establir connexions en les que no confiem (wifis publiques,
pendrives dubtosos...)

 Xifrar els nostres dispositius


https://gendersec.tacticaltech.org/wiki/index.php/Funda_de_Faraday_para_el_tel%C3%A9fono_m%C3%B3vil
https://cdn57.androidauthority.net/wp-content/uploads/2019/04/privacy-screen-protector-example-1.jpg




